(Kém theo Céng van sé6 98 /CNTT-TH nigdy 09 / 4 /2025 cua Ban Cong nghé
thong tin va Thong ké hai quan)

1. Hién trang by phin mém Antivirus Kaspersky dang dwoc sir dung:

Hién nay, hau hét cac may tram, may chu dang hoat dong trén mang trong
toan nganh Hai quan dugc trang bi tip trung phan mém diét virus cta hing
Kaspersky (trir cac may st dung Hé diéu hanh Unix). M6 hinh trién khai phan
mém AntiVirus Kaspersky nganh Hai quan 1a mé hinh quan tri tip trung v6i may
cht Master tai Cuc Hai quan va phan cap quan Iy v6i cac may chu Slave tai cac
Cuc/Chi cuc Hai quan; quan 1y License tip trung tai may chu Master cap Cuc.
Thong qua hé théng quan trj tip trung, can bo quan tri c6 thé thyc hién:

- Cai dat ty dong phan mém AntiVirus cho ngudi ding cudi;

- Thiét 1ap cac chinh sach vé bao vé, chinh sach vé cap nhat, nang cép;

- Cap phat va quan Iy License tu dong;

- Tu dong sinh ra cac bao cao v& tinh hinh hoat dong.

Mo hinh trién khai hé théng Kaspersky ctia Cuc Hai quan thyc hién theo
mo hinh phéan cip Master - Slave. Hai may chi Master Kaspersky Security Center
(KSC hay c6 thé goi 1a may chu Admin Kit) dit tai Cuc ¢6 kha ning quan 1y mot
hodc nhiéu may chia KSC va Clients tai cac don vi Hai quan dia phuong. M6 hinh
hé thong:
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Giai thich céc thanh phan thudc mé hinh

® [nternet:

« Mbi truong két ndi dé KSC Master c6 thé két ndi toi may chi Kaspersky
Lab phuc vu vié¢c cap nhat.

m KSC Master:

« Két ndi t6i may chu Kaspersky Lab dé tai vé cip nhat co s dit liéu virus
va cac phién ban méi cua KES, KSC. Phién ban dugc KSC tai Cuc va cuc dang
chay la KSC 11.x.x

* Quan tri cac may chu KSC Slave.

m KSC Slave:

« Két ndi t6i may chu Kaspersky Master dé tai vé cap nhat co so dir liéu
virus va cac phién ban maéi cua KES, KSC.

» Cap nhat co so dir liéu virus va quan tri cdc may tram.

® Client:

» Cac may tram duoc cai dat Kaspersky Endpoint Security 11.x.x (KES 11)

Hai méy cha KSC & ché d6 Master quan 1y truc tiép cac may chit KSC tai
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cic Cuc. KSC tai Cuc két ndi va chiju su quan ly tr KSC Master tai Cuc Hai quan.
Céc Chi cuc c6 trién khai KSC va Update Agent trung tim mién thong qua KSC

tai Cuc.

Céc may tram dugc quan 1y theo kién tric ciia hé thong AD, phan cép theo

cac OU/Cuc - Chi cuc.

K k .
?Sgers Y1 sé lwgng Churc nang Phién ban
tai cap:
- Quan ly cac may
KSC chu KSC slave. Kaspersky
Master 2 - Quan 1y céac ma}f Security Center
chi/ may tram tai|ll.xXx
Cuc
‘0 v mav chi/
erlan ’ may. © P Kaspersky
KSC slave 35 may tram tai cap Security  Center
tai Cuc Cuc/ Chi cuc Hai uy
11.x.x
quan
~1.000  Server va Kaspersky
Client 9.441 PC (trén phan | Update tir KSC Endpoint
mém QLTS) Security 11.x.x

2. Yéu cau vé cau hinh k§ thuit va trién Khai:

2.1. Yéu cdu vé ky thudt ngi dung mua sim

- Mua gia han ban quyén phan mém (license) Antivirus Kaspersky sir dung
cho hé diéu hanh Windows, Linux dé thuc hién trién khai cho cac don vi trong

toan nganh

License Antivirus Kaspersky

- Céc tinh nang Endpoint:

+ Tudng Itra ¢4 nhan: Firewall;

Intrustion Prevention;

+ Kiém soat thiét bi: Device Control;

- HO tro hé diéu hanh: Windows, Linux

- Tinh nang Anti-Malware: cho File, Email, Web;

+ Kiém so4t truy nhap Web:Web Control;

+ Phong chong tan cong: IPS hodc Network Attack Blocker; HIPS hodc Host

73



4

+ Kiém soat ung dung: Application Control;

- Tinh nang quan tri tp trung: quan tri chinh sach - Policy, quan tri 1ap lich —
Task, quan tri thiét bi - Device;

- Tinh nang 1ap béo cdo, thong ké tinh hinh ma doc.

-S6 luong License: 9.000, quan tri tap trung tai Cuc Hai quan;

- Bao hanh (hd tro k¥ thuét) trong thoi gian st dung (02 nim) theo tiéu chuin
cua nha san xuat.

- Dich vu trién khai.

2.2. Cdc néi dung trién khai

2.2.1. Yéu cau chung vé trién khai

- Trién khai khong dugce anh hudng hoac gian doan dén van hanh cua cac hé
thong cong ngh¢ thong tin (may chu, may tram, chuong trinh itmg dung).

- Poi ngil can bd trién khai ctia nha thau phai c6 chimg chi theo yéu cu cua
HSMT. Trong qua trinh nha thau trién khai phai c6 sy tham gia va ho trg k¥ thuat
cua can bd k¥ thuat cia hang san xuat san pham chao thau. Trudc thoi di€m xay
dung quy trinh chi ti€t, nha thau phai cung cap thu hoac tai liéu ctuia dai dién nha
san xuat (theo dinh nghia vé dai dién nha san xuat tai HSMT) c6 ndi dung xac
nhan vé vi¢c cu can bd ky thuat ctia hang san xuat tham gia ho trg k¥ thuat trong
qua trinh trién khai.

2.2.2. Yéu cau vé khdo sat:

- Khao sat hién trang cia hé théng diét Virus hién tai caa Cuc Hai quan.

- Xay dung bao co khao sat chi tiét.

2.2.3. Yéu cau vé trién khai:

- Can ctr hang hoa chao thau va giai phap dé xuat tai HSDT, nha thau thyc hién
xay dung tai liéu trién khai chi tiét gom:

- Xay dung quy trinh nang cip, cap nhat hé thong diét Virus hién tai 1én phién
ban ma&i nhat (néu c6 hoac néu twong thich) déi véi1 may chi quan tri va may dau
cudi;

- Xay dung quy trinh cap nhat, kiém tra License vao hé thong;

- Thyc hién trién khai hé théng theo tai liéu quy trinh da duoc phé duyét;

~Thyc hién kiém tra hé théng sau trién khai, dam bao hoat dong dung theo tai
liéu da duoc Chu dau tu phé duyét;

- Lap tai li¢u hoan céng hé théng; tai liéu hudng dan quan tri, van hanh hé
thong.
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- Xay dyng quy trinh va hd trg bén mua thyc hién chuyén doi 35 KSC Slave
theo md hinh t6 chirc cii vé& 20 KSC Slave tai 20 Chi cuc Hai quan khu vuc theo
mo hinh t6 chirc méi; quy trinh chuyén d6i két ndi may tram/méy chu theo mo
hinh 35 KSC Slave cii vé 20 KSC Slave mdi tuong tmg khi Cuc Hai quan thuc
hién t6 chirc lai mé hinh cong nghé thong tin

2.2.4. Yéu cau hé tro ky thudt trong thoi gian hiéu lyc License:

- Cung cép dau mdi, nhan sy hd tro ky thuat truc tiép tai Cuc Hai quan khi cé
su ¢d hodc nguy co bung phat Virus trong sudt thoi gian License ¢6 hiéu luc. —
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