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QUAN PIEM CHi DAO

< An toan, an ninh mang 1a trong tdm cua qud trinh chuyén déi sé, 1a tru cdt quan trong tao lap
niém tin s6 va su phat trién thinh vuong trong ky nguyén sb.

< Chu quédn hé théng théng tin: Thuc hién nghiém tic cdc quy dinh phép luat vé bdo vé an ninh

mang; xac dinh cip d6 va trach nhiém bdo ddm an toan hé théng théng tin theo tirng cip do va
trién khai md hinh bao vé 4 1&p trudc khi dua vao st dung.

Q Chién Iuoc An todn, An ninh mang quéc gia, ché déng &ng phé vdi cdc thdch thuc tiy

khéng gian mang dén ném 2025, tdm nhin 2030 [964/QD-TTg]
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Hién trang phan loai, xac dinh va phé duyeét | rang ozns
cap d6é an toan HTTT (den gilra T3/2023)

m D3 phé duyét = D3 phé duyét m D3 phé duyét

o HSDXCD HSDXCD 839 HSBXCD
(38110/0) B Chua phé duyét 338 404 B Chuwa phé duyét (35,7%) B Chua phé duyét
1,913 HSDXCD (45.6%) (54.4%) HSDXCD 1509 HSDXCD
(61,9%) (64,3%)
Toan quéc: 3.090 HTTT Bo, nganh: 742 HTTT Dia phwong: 2.348 HTTT
dang van hanh ) dang van hanh dang van hanh
Q0 15 BO, nganh c6 ty 1& phé duyét 0O 17 Bia phwong cd ty 1& phé duyét
HSDXCD thap, < 50%. HSDXCPD thap, < 50%.
> Chua quan HTTT chwa lam tron trach nhiém tai Diéu 20 Nghi dinh 85/2016/ND-CP;
» Don vi chuyén trdch ATTT chwa lam tron trdch nhiém tai biéu 21 Nghi dinh 85/2016/ND-CP;
» Don vi van hanh HTTT chwa lam tron trach nhiém tai Diéu 22 Nghi dinh 85/2016/ND-CP.
> Viéc nay c6 thé bi xtr phat theo quy dinh tai Diéu 88 clia Nghi dinh sd 15/2020/ND-CP.
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Céng tac don doc cac B, nganh, dia phwong | angouns

hoan thanh phan loai, phé duyét cap dé

Bo TT&TT dé nghi

v/ Tap trung ra soét, hoan thanh phan loai, xac dinh va phé
duyét dé xuat cap d6 ATTT 100% HTTT dang van hanh trudc
31/3/2023;

v’ Trién khai day d0 phuong 4n bdo dam ATHTTT theo cip do
cho 100% HTTT dang van hanh trudc ngay 30/9/2023.

v" Hoan thanh phan loai, xdc dinh va phé duyét
dé xuat cAp do HTTT trudc01/12/2022;

v’ Trién khai day dd phuong dan BDATHTTT theo
cdp d6 cadc HTTT dang van hanh truéc
01/6/2023.

Tha twéng Chinh pha yéu cau ®

® Chi thj sé 02/CT-TTg @ V& ban sé 1598/BTTTT-CATTT o Van ban s6 652/BTTTT-CATTT
ngay 26/4/2022 ngay 28/4/2022 ngay 28/02/2023

Bo TT&TT dé nghi

v" Hoan thanh phé duyét HSBXCP cho tat ca cac HTTT
trudc ngay 30/6/2022;

v’ Trién khai ddy du phuong an BDATHTTT theo cip
do trudcngay 15/11/2022;

v Cho dirng cac HTTT khong BDATTT mang theo quy
dinh cta phap luat tir ngay 01/01/2023.

Mau HSBXCB: https://ais.gov.vn/thong-tin-tham-khao/mau-hsdxcd.htm
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M@t 36 q'uy dlnh mé’i Cfla Trang 06/18
Thong tw so 12/2022/TT-BTTTT

O Vé xac dinh céc O Thuyét minh cap dé
chu thé cé lién quan an toan hé théng théng tin
Diéu4,5,6 biéu7,8,9, 10

O Kiém tra, danh gia 04 Ché d6 bao cao
an toan thong tin
biéu 11, 12 Diéu 13, 14

O Cac bién phap bao vé O Théi diém phé duyét
hé thong théng tin HSDBXCD

Phu luc I, 11, I, IV, V Diéu 15
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Xac dinh cac chu thé cé lién quan

Cha quan HTTT: Lam r8 quy dinh viéc quyét dinh cht quan HTTT 1a cdp cé thdm quyén quyét
dinh dau tu du an thi phai bdo dam diéu kién co quan, t6 chitc duoc giao nhiém vu chl quan
HTTT cé a0 ndng luc dé thuc thi ddy dd cac quy dinh tai Diéu 20 Nghi dinh 85/2016/ND-CP.

Pon vj van hanh HTTT: Xac dinh don vi van hanh trong truong hop thué DVCNTT véi 3 giai doan:
Chua xac dinh dugc don vi cung cdp dich vu, d3 xac dinh dugc don vi cung cap dich vu, hét thoi
han cung cap dich vu.

T chirc thdm dinh HSPXCD trong trudng hop Bon vi chuyén trach vé ATTT dong thoi 1a Bon vi
van hanh, tién hanh té chirc tham dinh theo 01 trong 02 phuong an: giao moét don vi truc thudc
c6 dt nang luc ch tri hodc t6 chirc thdm dinh hodc thanh 1ap Hoi ddng tham dinh dbc lap.

I Trang 07/18



Thuyét minh cap do an toan hé thong théng tin | riang e

Vé xac dinh hé thong théng tin
Dinh ky hang quy (ngay dau tién cla quy), Cuc An toan thong tin s& cap nhat, bd sung danh muc cac hé théng théng tin theo quy
dinh tai Didu 7 va cong bb trén Cong thong tin dién tlr clia BO6 Thong tin va Truyén thong.

Hwéng dan thuyét minh cap dé ATHTTT

Yéu ciu dbi véi HTTT duoc dau tu xay dung méi hodc md rong, nang cap can déng bd phuong 4n k§ thuat trong cac tai liéu Bao cdo
kinh té - k§ thuat / Thiét ké co s& thudc BCNCKT / Ké hoach thué DVCNTT / D& cuong va du todn chi tiét vai cac yéu cau cla phuong
an BDATTT theo cap d6 duoc dé xuat, duoc thuyét minh trong HSDXCP.

Yéu cau co’ ban BDATTT vé quan ly

B& sung yéu cau vé Phuong dan Quan Iy rdi ro an toan thong tin va Phuong dn Két thic van hanh, khai théc, thanh ly, hiy bo hé théng
thang tin. Quy ché bado ddm ATHTTT dap Ung cac yéu cau an toan vé quan ly can dugc ban hanh trude khi HSDXCD duoc phé duyét.

Yéu cau co ban BDATTT veé ky thuat

Trién khai day du phuong 4n bdo dam ATTT d3 duoc phé duyét tai HSDXCD va dap ng cac yéu cau an toan trudc khi dua vao van
hanh, khai thac. Yéu cau vé phan mém néi bd tuan thd Khung phat trién phadn mém an toan...




Phwong an thiet ke hé thong thong tin [ 7rang osns

0 07 phan ving mang;

0 16 bién phap bao dam ATTT can trién 0 08 phan viing mang;
khai (VPN, WAF, DB Firewall, SIEM, 0 17 bién phap bdo ddm ATTT can trién khai
AntiDDoS, giam sat b&i SOC...). (VPN, WAF, DB Firewall, SIEM, AntiDDoS,
3 giam sat bdi SOC, PIM/PAM...).

4 05 phan vung mang; :
O 06 bién phap bao dam ATTT can
trién khai (VPN, WAF...).

J 0 08 phan viing mang;
Q19 bién phap bao dam ATTT

0 03 phan viing mang; 1 can trién khai (VPN, WAF, DB
O 03 bién phap bao dam ATTT Firewall, SIEM, AntiDDoS,
can trién khai (VPN...). ~ Phulucl i1, 1V, vV gidm séat béi SOC, PIM/PAM,
Dong b véi Tiéu chuan quoc gia DR cach DC téi thiéu 30km,

TCVN 11930:2017 R £o A e
dw phong két ndi mang gilra

cac hé théng chinh va dw
phong...).



Kiém tra, danh gia an toan hé thong théng tin | riang 101

Noi dung kiém tra, danh gia

v’ Kiém tra, danh gia viéc tuan tha quy dinh ctia phép luat vé bdo ddm ATHTTT theo cap do;
Kiém tra, danh gia hiéu qua cla cac bién phap bdo ddm ATTT theo phuong an bdo dam ATTT duoc phé duyét;
v' Kiém tra, danh gid phat hién ma doc, 16 hdng, diém yéu, thr nghiém xdm nhap HTTT (cé d&nh gia ma ngudn).

Tan suét kiém tra, danh gia

Kiém tra, danh gia dinh ky theo quy dinh tai diém c khoadn 2 Diéu 20 Nghi dinh 85/2016/ND-CP;
Kiém tra, danh giad dot xuat theo yéu cau cla cip cé thdm quyén.

\

Hinh thirc kiém tra, danh gia

v' Kiém tra, danh gia hop den (Black box);
v’ Kiém tra, danh gid hop xam (Gray box);
v' Kiém tra, danh gid hop trang (White box).
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Ché d6 béO CéO Trang 11/18

Phwong thirc gtri, nhdn bao cao
Phan mém QLVB&DH, Hé théng phdn mém bdo cdo do BO TT&TT
trién khai, Hé thdng thu dién tr...

Tan suéat thwe hién bao cao
v" Dinh ky hang nam;
v Dot xuat theo dé nghi clia co quan cé thdm quyén.

Theoi gian chét sé liéu bao cao dinh ky hang nam
Tinh tir ngdy 15 thang 12 ndm trudc ky bdo cdo dén ngay 14 thang 12
cla ky bdo cdo.

Th&i han givi bao cao dinh ky hang nam G
v" Don vi chuyén trach v& ATTT, Don vi van hanh: bdo cdo t&i Chd quan HTTT

trwdc ngay 20 thang 12 hang nam;
v ChQ quan HTTT gl bdo cdo BO TT&TT trudc ngay 25 thang 12 hang nam.




Th&i diém phé duyét HSPXCD Trang 1218

Thei diém phé duyét HSPXCD

I|II Khuyén khich phé duyét HSPXCD an toan thdng tin trudc
khi cAp c6 thdm quyén phé duyét Bao cdo kinh té - k§ thuat
hodc thiét k& co s& thudc BCNCKT hodc Ké hoach thué
DVCNTT hodc Dé cuong va du todn chi tiét tuong ¢ng.

HTTT dang van hanh, khai thac, da dwoc phé duyét cap do

T ChU quan hé thdng thdng tin can tién hanh ra soat HSDXCD va Phuong an dam
bdo ATTT d3 duoc phé duyét, hoan thanh viéc diéu chinh, phé duyét lai
HSDXCD va Phuong an bdo dam ATTT (néu can) trudc 01/6/2023.
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Thwe trang vé tuan tha quy trinh | Trang 14128
phat trien phan mém an toan
100% m

. )

Chuwa tuan thua day du 60%
quy trinh phat trién Theo Gartner, trén thé gidi 60% dw an phan mém
phan mém an toan ap dung quy trinh DevSecOps vao nam 2019 va

ndm 2022 con sb nay la 90%. Trqng khi do, tai
Viét Nam c6 khoang 90% dw an phan mem chuwa
tuan tha quy trinh trén.



Tong quan vé Khung Trang 15/18
Phat trien phan mém an toan

HINH THU'C BAN HANH

O 1 Phién ban 1.0 — dwoc ban hanh ngay 10/02/2022, kém theo
Van ban s 166/CATTT-ATHTTT clGa Cuc An toan théng tin.

PHAM VI AP DUNG

AN

& 02 Khung phat trién phdn mém an toan dwoc ban hanh nham
khuyén nghi co quan, don vi, doanh nghiép phat trién phan
mém c6 thé phéat hién 16 hdng, diém yéu bdo mat va kip thoi
khac phuc trong qua trinh phat trién phan mém.

NGUON THAM KHAO

03 Tai lieu NIST SP 800 — 218 “Secure Software Development
Framework (SSDF) Version 1.1: Recommendations for
Mitigating the Risk of Software Vulnerabilities” cta Vién Tiéu
chuan va Céng nghé Quoc gia thudc B6 Thuwong mai — Hoa Ky.




ﬁ | Cac vong doi phat trién phan mém (SDLC - Software Development Life Cycle): Thac nudc

(Waterfall), V, Xodn 6c (Spiral), Phat trién phan mém linh hoat (Agile Srum)...

Cé rat it md hinh SDLC dé cap dén van dé an toan phan mém va cac phuong phap phat trién
phan mém an toan can duac tich hop vao trong qua trinh phat trién dé gidm thiéu diém yéu va
tdc ddng tiém an cua céc 16 hdng bao mat.

g | Nguyén tic dich chuyén sang trai (shift-left testing):

- Trién khai bdo ddm an toan thong tin thudng xuyén, lién tuc, ngay tir khau thiét k&, xay dung,
van hanh, cho dén khi hly bd (khodn 1 Diéu 4 Nghi dinh 85/2016/ND-CP) - DEVSECOPS.

- Loi ich: giam thiéu chi phi, thai gian thuc hién, giup khac phuc cac 16i bdo mat sém trong qud
trinh phat trién.

o, 5T

Threat
Static Code Model Code Signing

Analysis

Validation

oy o™

Dev o ps Vulnerability Dev ops Monitor
Com'plc'a.\ce
Validation

Trang 16/18



NOi dung chinh - 4 nhém nhiém vu | Trang 17118

Chuan bi cua to chirc (PO - Prepare the Organization)
Céc t6 chirc phai dam bdo nhan su, quy trinh va cong nghé dé thuc hién phat trién phan mém an toan tai cap dd té chirc. Giai doan
nay cling cé thé dp dung cho qua trinh phat trién phdn mém an toan, nhu cadc nhom phat trién riéng 1é hodc cac du én.

Bao vé phan mém (PS - Protect the Software)

Céc t6 chirc can bao vé tat ca cac thanh phan clia phan mém phong chdng gid mao va truy cap trai phép.

San xuat phan mém dam bao an toan (PW - Produce Well-Security Software)

Céc t6 chirc can san xuat phan mém dam bao an toan véi ti thiéu cac diém yéu ton tai trong cac phién ban phét hanh.

U'ng phé véi cac 16 hong bao mat (RV — Respond to Vulnerabilities)
Céc t6 chirc phai xac dinh diém yéu bao mat con tdn tai trong cac phién ban phan mém phat hanh va ¢ng phé tuong trng dé xtr ly
nhitng diém yéu nay va ngdn nglra twong tu xay ra trong tuwong lai.




Chuan bi
cua té chire

Noi dung cu thé

B3io vé phin mém
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L héng bio mat
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Xdc dinh yéu céu 3am bao
an todn thdng tin cho phat
trigén phan mém

Bao vé tat cd cac dang m3
khong bi xdm nhap va gid
mao trdi phép

Thiét k& phan mém dé ddp (g
cac yéu cau bao mat va gidm
thiéu rili ro bao mét

CAu hinh méi trréng phat trién

tich horp, bién dich, trinh thdng

dich va xdy dung cac quy trinh

dé cai thién kha nang dam bao
ATTT

Xac dinh va x4c nhan cic 16
hong trén mdt nen tang dang
trién khai

Thirc hién cac vai tro va
tréch nhiém

i i - .
Cung cap co che xac minh
r Y - = 1y
tinh toan ven cua phan mem

Ra soat_danh gid thiét ké phan
mém dé xac minh s tudn thi
vdi cdc yéu cau bdo mét va cic
yéu 1o rii ro

X¥em xét, phén tich ma phan
mém dé xdc dinh cdc 16 hing va
xac minh sif tudn thi v&i cac yéu
cau dam bao ATTT

Dénh gia va loai bd céc 16 hong

X¥ac dinh va sir dung cac tiéu
chi d3m bao ATTT cho phén
mém kiém tra, danh gid

Sao lru bdo dam tinh todn
N L Pt
ven cho cac phan mem

Ké thira, phét trién tinh néng bio
mét hién cé trén phan mém thay
vi ddu twr, mua sam phan mém
mdi bao mat m&i

Kiém tra thuc thi ludt 3 xac dinh
16 héng va xac minh sur tudn tha
v yéu cdu Jam bao ATTT

Phan tich chuyén sau cac 16
héng

Thurc hién va duy tri Jam
bdo ATTT trong mdi trrdng
phdt trién phan mém

Phat trién phdn mém bing dwra
trén cac quy tc dam bdo ATTT

C4u hinh phdn mém cai dit §3m
bao ATTT theo mac dinh
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TRAN TRONG CAM ON!

Chi tiét lién hé: Nguyén Minh Diing
@ % Phong An toan hé thong thong tin, Cuc An toan
thong tin, BO Thong tin va Truyén thong;

« Dién thoai: 0914.646.840;
ne Email: dungnm@mic.gov.vn.
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